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February 14, 2022 
 
A Call To Federal and State Agencies To End the Use of ID.me and Other Facial 
Recognition Identity Verification Services 
 
We, the undersigned organizations, applaud the IRS and Treasury for the decision to end the use 
of ID.me in response to concerns raised by privacy experts, lawmakers, and the public. We call 
on other federal and state government agencies using or considering use of ID.me to follow suit 
and cancel the use of ID.me and other facial verification tools. Facial recognition technology has 
been found to be biased, have a disproportionate impact on people of color and other 
marginalized communities, and the use of the technology has serious implications for 
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There is no indication that the federal and state entities using ID.me performed any type of 
meaningful assessment that considered whether ID.me’s facial recognition identity verification 
will have a disproportionate impact on people of color or other marginalized groups.5 And make 
no mistake, ID.me’s problems will not be confined to people of color.6 Identity verification by 
facial recognition may be inaccessible for individuals with certain disabilities, including 
blindness.7 Additionally, the issues with implementing such a system go beyond questions of 
accuracy as we’ve seen with the use of ID.me for access to unemployment benefits.8 Requiring 
access to reliable internet service and a quality webcam or smartphone camera will undoubtedly 
exclude numerous older Americans as well as people from low income and other marginalized 
communities.  
 
The use of ID.me by federal and state entities is also problematic in light of ID.me’s use of 
1:many facial recognition. 1:many searches present even greater bias risks and risks to privacy 
and civil liberties. We do not know which agencies contracting with ID.me simply ignored this 
use or were unaware of it. Either scenario is disturbing. What is clear is that ID.me misled the 
public. The company initially claimed it only used 1:1 facial recognition only to later backtrack 
and admit it does also use 1:many facial recognition.9 The about-face by ID.me calls into 
question how the company is using the data, particularly the face prints, it collects from members 
of the public forced to use its service. ID.me’s descriptions of its use of facial recognition tend to 
be overly favorable if not misleading.10 
 

 
5 B++8$+)?), IRS Privacy Impact Assessment for ID.me (June 15, 2021), https://www.irs.gov/pub/irs-pia/id-me-
pia.pdf. 
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It's not clear how meaningful ID.me’s option is for users to delete photos. ID.me’s current policy 
states that personal information is kept for “the duration of your relationship with ID.me plus 
seven and a half years.”17 Does ID.me keep photos for seven and a half years after a deletion 
request? Does ID.me use these photos as part of their 1:many facial recognition searches? 
 
The safest and best “option” is for federal and state government agencies to end their use of this 
perilous technology on 
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New America’s Open Technology Institute 
Open Mic 
Organization for Identity and Cultural Development 
PolicyLink 
Privacy Rights Clearinghouse 
The Project for Privacy and Surveillance Accountability 
Project On Government Oversight 
Public Citizen 
Real Change 
Restore The Fourth 
Secure Justice 
Surveillance Technology Oversight Project 
X-Lab 


